
New SVVSD Web Filter 
 

To better meet the needs of students and staff in the St Vrain Valley School District, DTS has 
purchased and implemented a new web filter.   This filter allows teachers additional accessibility 
to web resources along with the ability to override the filter for students as necessary when an 
educational need is identified. BlueCoat, our new filtering provider, allows features and filtering by 
category and differentiated access by user group. Below is an overview of the new web filter: 
 

• There are two different levels of access; Staff and Student 
o Staff have the following categories blocked 

� Adult/Mature Content 
� Hacking 
� Nudity 
� Peer-to-peer 
� Phishing 
� Pornography 
� Potentially Unwanted Software 
� Proxy Avoidance 
� Software Downloads 
� Spyware effects/privacy concerns 
� Spyware/Malware 
� Spyware/Malware Sources 

o Student access level blocks all that is blocked for Staff, and the following: 
� Alcohol 
� Auctions 
� Gambling 
� Hacking 
� Illegal Drugs 
� Illegal/Questionable 
� Intimate apparel/swimsuit 
� Nudity 
� Pay to surf 
� Personals/dating 
� Potentially Unwanted Software 
� Proxy Avoidance 
� Remote Access tools 
� Suspicious 
� Tobacco 
� Uncategorized 
� Violence/hate/racism 
� Weapons 

• The new web filter tracks by user login for the staff and secondary students.  Elementary 
students will be based on location versus login because individual logins are not currently 
required for computer access.   

• Elementary School Locations:  The filter works much like the old system.  Based on 
location and not on user logins.  This does not include thin client or Citrix via the internet 
gateway. 



 

• Secondary School locations:  When using Student (District Domain) computers (this 
does not include Citrix), all users will be required to login after launching a web browser.  
Staff can use either their District Domain or St. Vrain Domain (Citrix) login. This is what 
the login window looks like:  

 
• Other locations:  Staff computers at ESC, LSC, Student Services, CBESC, Main Street, 

East Bus Terminal, and Charter Schools will be filtered by location in the same manner 
as the Elementary Schools.  

• Citrix Environment:  When using a thin client or Citrix via the internet gateway, your 
Citrix credentials will be recorded by the web filter upon logging on.  There will be no 
requirement to log in again when launching a browser. 

 

• If the site is blocked you will receive the following splash screen: 
 
 
 
 

• If while preparing for a class you find an academically useful website that is blocked, 
please follow the instructions on the Access Denied screen, so that a decision regarding 
access to the web site can be made by the committee.  Please provide the date, time, 
and lab where this access will be required.  



 
Override of the web filter by Staff:  

• Because student access is more highly restricted, an optional filter override is available 
from a student login or elementary school site.  

• When a student arrives at a blocked site the browser will go to an override splash screen 
so that a staff member can override the filter: 

 

• When you override the filter it will only override to account holder’s level of access.   
o If a site is blocked to students, a staff member could override the filter with their 

credentials.   
o If the site is blocked at the staff level then the staff member may follow the 

instructions on the splash screen to request the site to be unblocked. 

• To engage the override, a staff member should enter their District or St Vrain account 
credentials at the login window that opens. 

• Once the override is accomplished it will last for two hours or until the student closes the 
browser, whichever comes first.   

• The student will then be logged into the filter as the staff member so it behooves the staff 
member to monitor students for whom they have overridden the filter.  This should not be 
a problem as staff members should never encourage students to use the internet without 
guidance and supervision. 

• If the student arrives at a blocked site and a staff member does not override the filter then 
the student is required to close the browser, re-launch it, and re-authenticate.  

 

 


